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BACKGROUND

The Department of Energy’s Savannah River Operations Office and the National Nuclear
Security Administration (NNSA) are co-located on the Savannah River Site (Site) in
Aiken, South Carolina. Their primary missions include environmental management and
cleanup, national security, energy independence, and nuclear material disposition. The
prime management and operating contractors for the Site manage over 800
subcontractors, whose employees may be required to access the Site.

The Immigration Reform and Control Act of 1986 (Act) makes it illegal for entities and
individuals to knowingly hire, continue to employ, or recruit unauthorized workers. To
implement this policy, the Act and Executive Order 12989 require that U.S. employers,
including Federal contractors: 1) review specific employee identification documentation,
for example; drivers license, social security card, and passport; 2) ensure the documents
are genuine; and, 3) certify individuals are eligible to work in the United States. The Act
mandates that the information is collected and recorded on an “Employment Eligibility
Verification Form” (1-9 Form). Furthermore, the Executive Order prohibits federal
agencies from contracting with entities that do not comply with the requirements set forth
in the Act.

We conducted a review at the Site to determine if Site subcontractors verified the
employment status of all employees in accordance with Federal requirements and, if
unauthorized individuals accessed the site. During our field work, we reviewed 600 1-9
Forms from 21 subcontractors to verify whether Site subcontractors were using the 1-9
Forms; and if the forms were accurate and complete. We also conducted a judgmental
sample of individuals who accessed the Site during a six-month period to determine if
there were any documentation anomalies.



RESULTS OF INSPECTION

We found that:

Four subcontractors contacted during our inspection failed to utilize the 1-9 Form
to determine worker eligibility. Subsequent to our review, two of the four
subcontractors stated that, as a result of our review, they have started using the 1-9
Form; and,

Twenty-two percent (136) of the 600 1-9 Forms obtained from our sample of

21 Site subcontractors were missing key elements, including the subcontractor’s
affirmation that the identity documentation was reviewed and appeared authentic;
and, the employee’s signature to affirm that the employment information was
correct.

We made several recommendations designed to enhance employment verification at the
Savannah River Site.

MANAGEMENT REACTION

In responding to a draft report, management concurred with our recommendations.
Management’s comments are included in their entirety in Appendix C.

Attachment

CC:

Chief of Staff

Assistant Secretary for Environmental Management
Director, Policy and Internal Controls

Director, Office of Internal Review (CF-1.2)

Audit Liaison, Office of Environmental Management
Audit Liaison, Savannah River Site Office
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Overview

INTRODUCTION
AND OBJECTIVE

The Department of Energy’s (Department) Savannah River
Operations Office and the National Nuclear Security
Administration (NNSA) are co-located on the Savannah River Site
(Site) in Aiken, South Carolina. Their primary missions include
environmental management and cleanup, national security, energy
independence, and nuclear material disposition. The prime
management and operating contractors for the Site manage over
800 subcontractors, whose employees may be required to access
the Site.

The Immigration Reform and Control Act of 1986 (Act) makes it
illegal for entities and individuals to knowingly hire, continue to
employ, or recruit unauthorized workers. To implement this
policy, the Act and Executive Order 12989 require that U.S.
employers, including Federal contractors: 1) review specific
employee identification documentation, for example, drivers
license, social security card, and passport; 2) ensure the documents
are genuine; and, 3) certify individuals are eligible to work in the
United States. The Act mandates that the information is collected
and recorded on an “Employment Eligibility Verification Form”
(1-9 Form). Furthermore, the Executive Order prohibits federal
agencies from contracting with entities that do not comply with the
requirements set forth in the Act.

The objective of our inspection was to determine if Site
subcontractors verified the employment status of all employees in
accordance with Federal requirements and, if unauthorized
individuals accessed the site. During our field work, we reviewed
600 1-9 Forms from 21 subcontractors to verify whether Site
subcontractors were using the 1-9 Forms; and if the forms were
accurate and complete. We also conducted a judgmental sample of
individuals who accessed the Site during a six-month period to
determine if there were any documentation anomalies.

The Office of Inspector General (OIG) has previously identified
concerns regarding foreign employee access at an NNSA site and
alleged loss or theft of personally identifiable information at
another NNSA site. In addition, the Government Accountability
Office (GAO) has identified a number of reports and testimonies
on managing the “Employment Verification” programs throughout
the Federal system. Some of these OIG and GAO reports
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Overview

OBSERVATIONS AND
CONCLUSIONS

highlighted the need for improved management oversight in the
administration of the program. These related reports are identified
in Appendix B.

We found that not all Site subcontractors verified employment
eligibility in accordance with Federal requirements. This condition
allowed the possibility that individuals who are not eligible to
work in the United States (U.S.) could be employed by Department
subcontractors and potentially access the Site. We did not identify
any weakness regarding unauthorized employees having access to
the site. Specifically, we found that:

e Four subcontractors contacted during our inspection failed to
utilize the 1-9 Form to determine worker eligibility.
Subsequent to our review, two of the four subcontractors stated
that, as a result of our review, they have started using the 1-9
Form; and,

e Twenty-two percent (136) of the 600 1-9 Forms obtained from
our sample of 21 Site subcontractors were missing key
elements, including the subcontractor’s affirmation that the
identity documentation was reviewed and appeared authentic;
and, the employee’s signature to affirm that the employment
information was correct.

Additionally, we identified through a judgmental sample that 16
subcontractor employees may have had their social security
numbers used by other people in the general population not
associated with the Department. Our review revealed no evidence
that the 16 subcontractors were using fraudulent numbers.

To timely address these concerns, we notified NNSA and the
Savannah River Operations Office of our findings during the
course of our field work. NNSA’s Contracting Officer
immediately drafted a letter to the Mixed Oxide Fuel Fabrication
Facility contractor mandating them to ensure that their
subcontractors are aware of the requirement to comply with all
applicable laws and regulations. The letter also notified the
contractor that some of the subcontractors working on the Site
were not complying with statutory requirements to verify that
employees are U.S. citizens or are otherwise legally entitled to
employment in the United States.
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Details of Findings

EMPLOYMENT
VERIFICATION

Subcontractors
Failed to Use I-9
Forms

Incomplete
I-9 Forms

Our inspection determined that some Site subcontractors did not
verify employment status in accordance with Federal requirements.

We found that four subcontractors failed to utilize the 1-9 Form

to determine worker eligibility. Subsequent to our review, two

of the four subcontractors stated that, as a result of our review, they
have started using the 1-9 Form. The I-9 Form requires the
employee to affirm that he or she is a U.S. citizen or is authorized
to work in the U.S. and to provide specific documentation to
establish identity and employment authorization. The Form also
requires that the employer certify that the documents presented
appear to be genuine, relate to the employee and that the employee
is authorized to work in the U.S. When interviewed as to why the
I-9 Forms were not being completed, the four subcontractors stated
that they were unaware of the 1-9 requirement. The Site’s
management and operating contract mandates that the contractor
adhere to all federal laws and regulations. In addition, the
contractor is responsible to ensure subcontractors are aware of
their responsibility to adhere to all federal laws and regulations.

We observed that one of the subcontractors had augmented its
permanent employees by hiring day laborers to install and/or repair
carpet at various Site facilities. The subcontractor stated that in
these instances, the day laborers were not required to complete an
employment application, or provide any documentation validating
their identity or employment eligibility. We noted, however, that
prior to Site access, these laborers would be required to produce
appropriate identification documents. Using our investigative
on-line system, we did not identify any anomalies with the social
security numbers utilized by the day laborers.

We found that 22 percent (136) of the 600 1-9 Forms obtained
from 21 Site subcontractors were missing key elements, including
the subcontractor’s affirmation that the identity documentation was
reviewed and appeared authentic; and, the employee’s signature to
affirm that the employment information was correct.

Specifically, our review revealed missing or incomplete 1-9 Form
information, including:

e Employee’s attestation that he or she is a U.S. citizen or was
authorized to work in the U.S;;
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Duplicate Use of
Social Security
Numbers

E-Verify System

e Employee’s signature acknowledging Federal law concerning
imprisonment and fines for false statements;

e Documentation to establish identity and employment
authorization; and,

e Employer’s signature certifying the employee documents were
examined, related to the employee and that the employee was
authorized to work in the U.S.

When questioned regarding the incomplete documentation, we
were informed by various subcontractor management officials that
the oversight in gathering and reviewing the required
documentation was inadequate.

During our fieldwork, we selected a judgmental sample of 60
names and social security numbers of individuals who had
accessed the Site during a six-month period. As a result of using
an investigative on-line system, we found that 16 of the
subcontractor employees in our sample had social security
numbers that may have been used by other individuals in the
general population. Based on available documents and record
review, we did not determine that any of the 16 subcontractor
employees on site had used a false social security number to gain
employment. However, because their numbers were identified as
being used outside the Department, this matter has been forwarded
to the Social Security Administration for further review. This
information has been forwarded to the Site Office and NNSA
officials identifying the results of the OIG judgmental sample.

In June 2008, an amendment to Executive Order 12989 required
Federal contractors verify employee’s eligibility with an electronic
employment verification system (E-Verify). E-Verify will provide
immediate feedback to the employer concerning the eligibility
status of the new hire including the validity of identification
documents. The Executive Order, published in the Federal
Register on November 14, 2008, had an effective date of

January 15, 2009. However, based on actions proposed by the
Civilian Agency Acquisition Council, the Defense Acquisition
Regulations Council, and the current administration, the
applicability of the final rule has been postponed until

September 8, 2009. On September 8, 2009, the US Citizenship
and Immigration Services issued an update notice that E-Verify
Federal Contractor rule had been implemented.
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During our review, we noted that three subcontractors utilized the
E-Verify system to validate the authenticity of the employee’s
information. One subcontractor indicated that if a discrepancy is
noted by E-Verify, the employee is allowed three business days to
address the discrepancy. In addition, we determined that a number
of subcontractors accessed other internet-based databases which
identify discrepancies regarding a social security number, date of
birth, current address, and passports. We asked subcontractor
officials who did not utilize the E-Verify or similar systems what
indicators they used to determine if the documentation provided by
an employee was authentic. In most cases, these officials told us
that they conducted a visual inspection of the documentation for
authentication. These officials also informed us that if an
employee were to provide a fake social security card, the
subcontractor officials would not be able to confirm its
authenticity. We noted that the E-Verify system would identify a
concern with the documentation. The increased use of E-Verify by
the Site subcontractors will help to ensure that the identity
documentation for employment belongs to the individual
presenting them.

RECOMMENDATIONS  We recommend the Manager at the Savannah River Site

Office:

1. Ensure contractors establish a method to notify existing and
future subcontractors to comply with federal requirements
related to employment verification; and,

2. Develop a process to notify contractors of the E-verify system.

MANAGEMENT In comments on a draft of this report, the Department’s Savannah

COMMENTS River Operations Office concurred with our recommendations.
We have included management’s comments in Appendix C.

INSPECTOR We consider management’s comments to be generally responsive

COMMENTS to our recommendations.
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Appendix A

SCOPE AND
METHODOLOGY

We reviewed the employment verification process used by
subcontractors who provide goods and services at the Savannah
River Site. As part of this inspection, we visited and interviewed
subcontractor management officials and reviewed Federal laws
governing work authorization for employment in the United States.
The inspection fieldwork was conducted primarily during July
through December 2008.

To accomplish the inspection objective, we:

e Reviewed applicable Federal and Departmental policies and
regulations related to employment verification;

e Reviewed contract procedures pertaining to employment
verification;

e Reviewed prior OIG and Government Accountability Office
reports pertaining to hiring practices and site access;

e Reviewed a list of individuals who accessed the site during the
six-month period of July through December 2007;

e Interviewed Federal staff assigned to Savannah River Site as
well as contractors’ officials; and,

e Visited and interviewed 28 subcontractors that had contracts
with the Savannah River Site.

As part of our review, we evaluated the Department’s
implementation of the Government Performance and Results Act
of 1993. Our review indicated that the Savannah River Site
officials had not established performance measures related to
employment verification.

This inspection was conducted in accordance with the “Quality
Standards for Inspections” issued by the President’s Council on
Integrity and Efficiency.
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Appendix B

PRIOR REPORTS The following are prior Department of Energy, Office of Inspector
General reports:

o Letter Report on “Alleged Loss or Theft of Personally
Identifiable Information at Pantex,” INS-L-07-05, February
2007; and,

e Inspection Report on “Security Access Controls at the Y-12
National Security Complex,” DOE/IG-0691, June 2005.

The following are examples of selected reports issued by the
Government Accountability Office that had similar findings:

e “Weaknesses Hinder Employment Verification and Worksite
Enforcement Efforts,” GAO-06-895T, June 2006; and,

e “Challenges Exist in Implementing a Mandatory Electric
Verification System,” GAO-07-924T, June 2007.
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Appendix C

United Stales Government Deperiment of Enogty (D0E)

memorandum Snerveh Rher Opaators OBo®0
T sp17HB

BIPLY TS

armace-  FET (Pand Lovick, {803) 952.6165)

WAEET: Deefl Irsperfion Reporl oo “Exploymest Verifcation o Sevennah River Site™ {S08IS008),
{(Youwr Memoraedam, UE14415)

T Herbet Richardson, Principel Depaty Inspecicr Genorsl (1G-1), EQ

Tharik you for gving DOE-SR the cpportunity o cOmumant on the sibvect resorl. In ther drafl irspection.
the Officc of Inspector Geogml (QIG)H evalusled sobconiector complizncs with Federsl requirements
conceming verification of employmenl status, This inspection conciodsd that not all Site subcommolon
vimifiod cmplovmont sigibiliny in sccondance with Feders] requinements

O July 20, 2009, the Office of Envircnmentsl Menagemest {EM) Headquariers fspeed 2 Ietter 1o all site
marager's with EM cleatup work (except Mational Muelesr Security Adminisirstion]), highlighting this
{nsue ard directing them to eneure their prime contrectors and their subconiractors understand they ae
recuuired to comply with (he appliceble kiws and regulations conceming emplovment verification. The
letter elso advised the site mannger if non-compliance i found, failwe bo meet this law abould be
eonsidered in inzenlive fog deberminaticns and documented in prgt performance reporling.

On July 27, 2008, the DOE-5R conimating officas issued letters 1o contractors s mentioned below. The
reont, incdisated V{1 6) of the subcontmastor etnplowes from our judpmental sacple accessed the Bite using
gocial seeurity numbers that had all sgedly bean uied by multiple individuale.” This was based on tbe OIG
using an investipative on-lme system, which was not available to the site. Further, the O1G indicared “This
information bas been forwanded to the O1G"s Office of lnvesligakiony for firther review.™ Thua, the site
has nol been able to determine if individuals hd intely used spoial seeurity numbers. In addilion,
the report indicated the investigative on-line systom looked at "socie] seaurity munbets that were used by
other ndividuals in the genersl poublic” Therefore, this duplicarion of the we of meial security numbers
by individuals in the general public could be due to inscouwrstely or audubmtly providing a social security
number for & wide mnge of purchases of mctivitia.

The procedors wied by the Ssvannah Biver Sile (SHS) o procsss individnsls for acoess to the sjie i3 two-
ficld. For individusls seeking access for less (an six months, the site database s usad  This databess has
been wsed for the pasi 10-15 years and validales ibe match of ao individual's ceme and social socurity
ouriher is consistent wilh pasl acoess requests. This is o real-time check for individuals secidng scceas st
the guizs. Fer DOE Guidsnces, for those seeidng soce at DOE siles for over § months, thers is an HSPD-
12 badge procedure. where data will be compared w0 the Federal datsbase. Thix cas take 36 months. The
E-Verify, is 4o co-iire national virtually resl-time dewshese, which will be very effedtive for validating
identity for smycoe sesking access. The wse of E-Vienfy will caizlaly enbsnce the curren: capabilities =
the sits 1o validsiz idertity, especially for those seeking accres for loss fon <t months
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Richarlenn 2
i SEP 17 4
The DOE-SR responsc ko the recommendations. follows:

dand zement Reaslion-

Recommendstiza 12 "Ersure cortracions evusbluh & metbod 10 a0lify srsting ard fiwre ssboontraclons
i comply with Fedoal roguircnonts retated 1o engloymoens ves ficeton™

Concar. DUE-3E Cffice of Acquisition Manegement Comiracting OFF rers inanad lemers im late July 2003,
{sex smsetment) b the spproprisft: comsmcion informing snd emphesiving their chiigshion ko onee
w“ﬂﬂwwhﬂmﬂlﬁmmh

i3 found, failore te maer this ew will be comssderod in incentive foe dse-minations (if appropriste) and
documenis n pas! porionmeEnce pepotting

Ia addition, =] DOE-SE contracio:s sl subecssracsons are required te comnply with DOE Masaal (M)
47045 “Fersommel Secudty” DOE M 470.4-3 requires conwracinrs and sphconimscion o provide
cenlficatinn of =mployee’s LS. citipeukip when submiming site access requests.  Alwo, cumres SR
mm-qmﬁnmuumumtmmmnmmww
Site Access Awtherizetion™ or OSK 10-302, “Subeountractor Request for Mew Seourity Bedge o Site
Access Awtborization”. SR Badge Office porsonosl enswre positive idemtification of cmployees and
sebeomtrector pricr o issuance of badpgea.

Rocommendation 2:  “Develop a procoss (o notily contmctors of the E-verify system when
implemenled.”

Comcur. SR is cognizant of the potential effciencies of the E-verify System. Since the E-verify ayitam
requirements just becams effective (September &, 2009) within the Federal Aequisition Replation (FAR),
SR will begin inchuding the FAR clause 52.222-54, “Employment Eligibdlity Verification" b accordancs
with 1he dirention cotlained jn FAR 22,1803, "Contract clause,” EM will pmwda implemetting gridance
to field cffices far E-verify NLT October 3, 2009, Mor importandy, EM is committed 1o providing
ongeing oveight in this ara and will include tho review of the E Vorify program i ite Acquisition
Management Reviews and other site lialson overight sctivides with our Feld procurement offices,

Mevertheless, oo problems were implicated by the recent assessments conducted at EM gites, per EM-HQ
letter direction o Taly.

If you have =oy quesiions, please contact me, or bave yowr i comsct Ronee R, Alvis at
{807) 553-9349, or Paul Lovick ai (303) 952-6195.

_ i
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IG Report No. INS-0-10-01

CUSTOMER RESPONSE FORM

The Office of Inspector General has a continuing interest in improving the usefulness of
its products. We wish to make our reports as responsive as possible to our customers’
requirements, and, therefore, ask that you consider sharing your thoughts with us. On the
back of this form, you may suggest improvements to enhance the effectiveness of future
reports. Please include answers to the following questions if they are applicable to you:

1. What additional background information about the selection, scheduling, scope, or
procedures of the inspection would have been helpful to the reader in understanding
this report?

2. What additional information related to findings and recommendations could have
been included in the report to assist management in implementing corrective actions?

3. What format, stylistic, or organizational changes might have made this report’s
overall message clearer to the reader?

4. What additional actions could the Office of Inspector General have taken on the
issues discussed in this report which would have been helpful?

5. Please include your name and telephone number so that we may contact you should
we have any questions about your comments.

Name Date

Telephone Organization

When you have completed this form, you may telefax it to the Office of Inspector
General at (202) 586-0948, or you may mail it to:

Office of Inspector General (1G-1)
Department of Energy
Washington, DC 20585
ATTN: Customer Relations

If you wish to discuss this report or your comments with a staff member of the Office of
Inspector General, please contact Ms. Felicia Jones at (202) 253-2162.



The Office of Inspector General wants to make the distribution of its reports as customer friendly
and cost
effective as possible. Therefore, this report will be available electronically through the Internet at
the following address:

U.S. Department of Energy Office of Inspector General Home Page
http://www.ig.energy.gov

Your comments would be appreciated and can be provided on the Customer Response Form
attached to the report.


http://www.hr.doe.gov/ig
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